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Trigger-Action Program (TAP) is a simple but powerful format to realize intelligent IoT applications, especially in home
automation scenarios. Existing trace-driven approaches and in-situ programming approaches depend on either customized
interaction commands or well-labeled datasets, resulting in limited applicable scenarios. In this paper, we propose ChatIoT, a
zero-code TAP generation system based on large language models (LLMs). With a novel context-aware compressive prompting
scheme, ChatIoT is able to automatically generate TAPs from user requests in a token-efficient manner and deploy them to the
TAP runtime. Further, for those TAP requests including unknown sensing abilities, ChatIoT can also generate new AI models
with knowledge distillation by multimodal LLMs, with a novel model customization method based on deep reinforcement
learning. We implemented ChatIoT and evaluated its performance extensively. Results show that ChatIoT can reduce token
consumption by 26.1-84.9% and improve TAP generation accuracy by 4.2-65.5% compared to state-of-the-art approaches in
multiple settings. We also conducted a real user study, and ChatIoT can achieve 91.57% TAP generation accuracy.
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1 Introduction
The Internet of Things (IoT) has revolutionized the way we interact with the physical world. However, gener-
ating IoT programs is still a major challenge, due to the complex application requirements, the heterogeneous
hardware and software, etc. Trigger-action programs (TAPs) [40, 60–62] are a special category of IoT programs,
which is a set of rules with “ IF triggers, THEN actions” syntax. For example, a typical TAP of the Home As-
sistant runtime [8] is “trigger: (platform: time, at ’18:00:00’) action: (service: light.turn_on, target: (entity_id:
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User request
If the brightness of 
the living room is 
lower than 20 lux, 
turn on the light.

User request
Please notify me via 
DingTalk when cats 
appear at the door.

trigger:
- platform: state
entity_id: input_boolean.cat_detect
to: 'on' 

action:
- service: pyscript.send_dingtalk_message
data: message: "There is a cat at the door”

Cloud

MLLM

ChatIoT trigger:
- platform: numeric_state
entity_id:sensor.lumi_agl01_4_illumination_sensor
below: 20

action:
- service: light.turn_on
entity_id: light.acn004_cloud_108358

Edge 

Process user request and context

context: devices info and third-party agents
Sensor Camer

a
Actuator Agent

HATAP Runtime

TAP1

TAP2
optional

Fig. 1. ChatIoT usage. ChatIoT in edge will process the user request and home informantion and transport them to cloud. At
the cloud, ChatIoT will interacts with the LLM and the multimodal LLM (if necessary) for TAP generation. Two examples
and their corresponding workflows for generating corresponding TAPs in ChatIoT are shown in the figure where different
requested workflows are marked with different colors.

light.lumi_acn004_b385_light))”. With this simple syntax, TAPs can be surprisingly useful to express IoT ap-
plications [15, 42]. For example, the smart home is a typical IoT application scenario, which is already widely
implemented by TAPs [9].

Due to the simplicity of TAPs, existing approaches have employed various techniques to automatically generate
TAPs. To speed up the TAP generation process, in-situ interactive programming methods [40, 43] have been
proposed recently. These methods enable users to generate TAPs with direct interactions with the nearby objects
of interest. There are also trace-driven approaches [39, 60, 61] proposed to automatically generate TAPs based
on traces of sensor readings and manual actuation of devices. However, these approaches depend on either
customized interaction commands or well-labeled datasets, resulting in limited applicable scenarios.

With the recent advance of multimodal LLMs, it becomes possible to make the TAP generation process more
intelligent. In this paper, we propose ChatIoT, a zero-code TAP generation system with multimodal LLMs for IoT
applications, especially in smart home automation scenarios. Different from existing methods, ChatIoT enables a
user to generate TAPs with natural language only. Figure 1 shows how ChatIoT works with two exemplary user
requests. At the edge, ChatIoT will deploy the generated TAPs on the TAP runtime (e.g., Home Assistant [8])
which can interact with the devices or third-party agents (e.g., DingTalk, an instant messaging App) according
to the TAPs. ChatIoT in edge will process the user input and context including all devices information and
third-library agents and transport them to the cloud. At the cloud, ChatIoT will interact with the LLM and the
multimodal LLM for TAP generation. The use of a multimodal LLM becomes essential when the capabilities
requested by the user are not readily available. For instance, in response to a user request such as “Please notify
me via DingTalk when there is a cat at the home entrance”, if the service capable of detecting a cat is not available,
it becomes necessary to generate this service automatically.

The idea of using LLMs to improve the intelligence of smart home is not new. The widespread adoption of large
language models (LLMs), such as ChatGPT [4], has demonstrated significant potential for the integration of LLMs
into daily life, as indicated by various studies [27, 28, 36, 41, 52, 55, 57, 64]. Wang et al. [55] reveal that LLM has
the capability to assist or replace human efforts in producing vast amounts of high-quality, human-like content
more rapidly and cost-effectively. In fact, after the release of ChatGPT in 2022, some of the earlier applications
immediately integrated ChatGPT in various voice assistants for smart home, e.g., Amazon Alexa [1], Apple Siri [2],
and Google Assistant [6]. These approaches can only enable intelligent interactions of devices using natural
languages, while the zero-code TAP generation problem remains unsolved. There are two major challenges to
enable zero-code TAP generation with LLMs.
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First, to generate TAP from a request in natural language, the LLM needs to extract all the triggers and the
actions in the format of the runtime (e.g., Home Assitant). This requires the LLM to have two kinds of contexts,
device information of the home and the API information of the runtime. Since LLM cannot keep context across
multiple conversations, it is challenging to token-efficiently prompt the LLM together with the context. In
addition, there exist hallucination problems when LLM inference, which means redundant information will affect
the accuracy of the final generated TAP. We propose a context-aware prompting method for automatic TAP
generation in ChatIoT. To reduce the token cost during prompting, ChatIoT adopts a compressive prompting
method, which removes the information of irrelevant devices and compresses the information of the relevant ones.
Further, ChatIoT employs a four-step prompting scheme which divides the process of generating instructions
into four steps: Preprocessing, Service Creation, TAP Generation and TAP Evaluation. This four-step prompting
design combines the reasoning and acting of the LLM, enabling it to obtain extra information from the user in a
context-aware manner.

Second, although a camera could be a powerful sensor (i.e., a trigger in a TAP), it is challenging to generate AI
models for various user requirements, especially when these models should be deployed on edge devices with
limited resources. For example, when the user needs to create a TAP with a request “turn on the light at the door
when there is visitor at the door”, a “visitor sensor” based on the camera at the door should be generated before
the TAP generation. Therefore, how to automatically generate and manage multiple such AI models on edge
devices with limited resources becomes another major challenge. In ChatIoT, we propose an on-demand model
customization method based on deep reinforcement learning (DRL). When ChatIoT receives a new request of TAP
generation in which the trigger should be a camera with an AI model, the proposed model customization method
will first employ knowledge distillation to generate the AI model with the assistance of a multimodal LLM at
the cloud. Then, due to the limited resource of the edge device, ChatIoT uses deep reinforcement learning to
determine how to deploy the newly generated model, i.e., one of the following three actions, 1) direct deployment
in case of sufficient remaining memory, 2) replacing one existing model, and 3) selecting two models from the
existing models and the newly generated model and performing model merging.
We implemented ChatIoT and evaluated its performance extensively, mainly including the accuracy and

token consumption of TAP generations. Results show that ChatIoT with the context-aware compressive prompt-
ing method can significantly reduce token consumption and improve TAP generation accuracy than existing
approaches. For requests not related to camera operations, ChatIoT demonstrated a remarkable capability to
enhance operational efficiency and accuracy. Compared with state-of-the-art approaches[59], ChatIoT can achieve
a significant reduction in token consumption, ranging from 26.1% to 78.8% and improve TAP generation accuracy
by 7.5% to 65.5% across different synthetic homes. For requests specifically related to camera operations, the
performance of ChatIoT is even more impressive. The system is able to reduce token consumption by a staggering
52.5% to 84.9%, indicating an even greater efficiency in processing these particular types of requests. Additionally,
ChatIoT can improve TAP generation accuracy by 4.2% to 35.3% for camera-related requests. In addition, we
have evaluated the model customization method in ChatIoT which achieves a higher average model accuracy
of 81.4%-95.2%, which reaches 1.12x-1.33x compared with two baselines. We further conducted a case study
using a DIY smart home with multiple sensors, cameras, and actuators. We employ an end-to-end example to
demonstrate the operational effectiveness of the entire system and its individual components, followed by an
evaluation based on real users. Results confirm that ChatIoT can attain high TAP generation accuracy across a
wide range of user requests which will significantly reduce users’ learning costs.

We summarize the contributions of ChatIoT as follows:

• We propose a novel context-aware compressive prompting method to automatically generate TAPs from
user requests in a token efficient manner.
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• We propose a DRL-based model customization method to generate and deploy AI models on the edge
device, with the assistance of multimodal LLMs.
• We implemented and evaluated ChatIoT extensively with synthetic homes equipped with different number
of sensors and actuators. Results show that ChatIoT can significantly ease the TAP generation process in a
token-efficient manner.

The rest of the paper is organized as follows. Section 2 presents the related work of this work. Section 3
describes the design methodologies of the context-aware compressive prompting in detail. Section 4 discusses
the DRL-based on-demand model customization. Section 5 shows the evaluation results of ChatIoT under various
conditions, compared with state-of-the-art TAP generation approaches. In Section 6, we conclude this paper and
present possible future work.

2 Related Work
There are mainly three kinds of existing approaches which are closely related to ChatIoT, prompting schemes,
TAP generating techniques and edge model deployment schemes. We will briefly describe these three kinds of
related work and summarize their major differences from ChatIoT.

2.1 Prompting Schemes for LLMs
Various studies demonstrate the powerful ability of LLM to assist users in their daily lives [36, 55, 64]. LLMs today,
such as GPT-4 [7], Claude [5], and LLaMA [50], are tuned to follow instructions and are trained on large amounts
of data. Therefore, they are capable of performing some tasks in a zero-shot manner. Within the instructions, a
user can inform the LLMs of the input, the desired format of the output, and the method to generate TAPs. In
practice, however, these methods still face significant performance degradation in more complex tasks within the
zero-shot setting [14, 65].
Generating a chain of thought—a series of intermediate reasoning steps—significantly improves the ability

of large language models to perform complex reasoning. Chain of thought [56] (CoT) reasoning facilitates
the decomposition of complex, multi-step problems into constituent cognitive processes, enabling dynamic
allocation of computational resources to more intricate reasoning tasks. Additionally, there have also been several
works [13, 54, 58, 63] used to improve the performance of CoT. ToT [58] allows LLMs to perform deliberate
decision making by considering multiple different reasoning paths like a tree. GoT [13] allows LLM to be freed
from the combination of thoughts and then obtain the answer. However, when the inference requires additional
information from outside the LLM, CoT cannot achieve satisfactory performance [54, 63], especially with complex
user requests.

ReAct [59] prompts LLMs to generate both reasoning traces and task-specific actions in an interleaved manner,
allowing for greater synergy between the two. This tight synergy between “acting” and “reasoning” allows
humans to learn new tasks quickly and perform robust decision making or reasoning, even under previously
unseen circumstances or facing information uncertainties. In ChatIoT, we build the prompting module based
on the ReAct approach with a number of improvements and customization for the automatic TAP generation
scenario, e.g., compressive and context-aware prompting.

2.2 Home Automation Approaches
There are mainly two directions of recent attempts to ease home automation, in-situ interactive programming
and trace-driven TAP generation. Table 1 shows the difference between existing home automation approaches
and ChatIoT. ChatIoT implements a zero-code TAP generation technology which provides a simple interaction
mechanism and model customization capability, enabling users to customize TAP rules.
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Table 1. Difference between existing home automation approaches and ChatIoT

Method User learning cost User interaction Model customization

In-situ programming [40, 43, 48] High ✓ ×
Trace-driven programming [19, 39, 60] Low × ×

ChatIoT (Ours) Zero ✓ ✓

ISP [40] is an in-situ programming paradigm that allows users to program smart home automation with in-situ
contextual information and an interaction pattern. It significantly improves the user experience of generating
home automation rules compared with traditional TAP generation methods based on GUI or voice assistants,
e.g., Amazon Alexa [1], and Apple HomeKit [3]. In the literature, there are also similar in-situ programming
approaches that use AR [43] or with different application scenarios [48]. Although in-situ programming is a
promising technique for home automation, there are still practical challenges that may not be easily addressed
in the near future, e.g., high user learning costs, privacy concerns, and high human sensing requirements. By
utilizing the recent advances of LLMs, ChatIoT is purely based on natural language which requires zero learning
cost for users. In addition, ChatIoT could be a natural extension of current deployed voice assistants, without
introducing extra privacy concerns. In general, we believe that the in-situ programming paradigm and LLM-based
TAP generation approaches like ChatIoT could be combined together and push the home automation intelligence
to the next level.
Another important recent advance of TAP generation is trace-driven approaches [19, 39, 60, 60, 61]. For

example, Trace2TAP [61] is able to automatically synthesize TAP rules from traces (time-stamped logs of sensor
readings and manual actuation of devices). It can synthesize generalizable rules more comprehensively and fully
handles nuances like out-of-order events, compared with prior approaches. RecipeGen [60] is another example,
which obtains a model from TAP traces to map user requests to possible triggers or actions. However, due to
the limited capabilities of the model, it cannot achieve fully automated TAP generation for deployment. These
trace-driven approaches are actually orthogonal to ChatIoT, since they mainly focus on the TAP recommendation
from historical traces, while ChatIoT focuses on automatically generating TAPs from user requests.

Furthermore, current solutions do not provide personalized model deployment, particularly in scenarios that
necessitate camera detection events as trigger conditions. ChatIoT, on the other hand, is capable of utilizing
multimodal large language models to facilitate customized model deployment.

2.3 Edge Model Deployment Scheme
In order to deliver highly-accurate query responses in real time, models that handle user needs have steadily
migrated to the edge. As user needs increase, the number of models solving specific tasks grows which will cause
an ever-worsening resource picture for edge model deployment.
Traditionally, techniques such as model quantization, model pruning, and knowledge distillation have been

extensively employed to compress models, thereby reducing their computational demands and memory foot-
print [16, 18, 21]. Model quantization [25, 44, 66] reduces the precision of the numerical parameters, model
pruning [31, 35, 38] eliminates redundant or less significant parameters, and knowledge distillation[17, 26, 53]
transfers knowledge from a larger, more complex model to a smaller, more efficient one. To meet the diverse
needs of users, ChatIoT uses MLLM as a teacher model and employs knowledge distillation to derive smaller
models for edge deployment.

Recently, an innovative approach through model merging has been proposed, specifically addressing scenarios
where multiple models are to be deployed on edge devices. This technique involves the amalgamation of several
models into a single, more compact model that retains the collective functionality and knowledge of the individual

Proc. ACM Interact. Mob. Wearable Ubiquitous Technol., Vol. 8, No. 3, Article 103. Publication date: September 2024.



103:6 • Gao et al.

Section 3.1.3
Compressive prompting

{"id":1,"area":"bathroom","type":"light","services":{"light":{"on":...
{"id":2,"area":"bathroom","type":"motion sensor", "services": 
{"motion-sensor":{"motion-state": ...
....
{"id":5,"area":"bathroom","type":"illumination-sensor","services":{...}

Compressed Contexts
“Make sure the bathroom light turns on 
automatically when someone walks in.”

Inputs

Contexts
Device metadata (i.e., unique ID, 
area, type, services, properties)

Extract Section 3.2
Context-aware Prompting

Section 4.3
DRL-based Model Controller

Transform

ChatIoT TAP
{"trigger":"2.motion-sensor.motion-state == true", 
"conditions":"",
"actions":"1.light.on = true"}

Generate TAPDeploy TAP

trigger:
- platform: state
entity_id: binary_sensor.lumi_v2_motion_sensor
attribute: motion_sensor.motion_state
to: 'on'

action:
- type: turn_on
entity_id: light.lumi_acn004_b385_light
domain: light

transform

Outputs

Fig. 2. Workflow of TAP generation. ChatIoT at the edge receives requests and contexts as input and then filter irrelevant
information through compressive prompting. The compressed information, combined with the user requests, is employed for
context-aware prompting to generate the corresponding ChatIoT format TAP, which is then transformed and deployed to
Home Assistant. Furthermore, DRL-based Model Controller will be invoked when it needs to generate an AI model.

models. Model merging[12, 30, 34, 46, 49] is particularly suitable for situations where the number of models to be
deployed is substantial, as it not only reduces the overall storage space required but also streamlines the inference
process, potentially leading to improvements in both efficiency and speed. Git Re-Basin[12] generalizes further
to models trained on the same data but with different initializations, though with a significant accuracy drop.
Ziplt[49] uses a multi-head model for merging features within each model. Gemel[46] shares architecturally
identical layers across the models for real-time video analytics at the edge.
The aforementioned studies have demonstrated the efficacy of alleviating resource limitations on the edge

of networks through the implementation of model merging techniques. However, to attain optimal operational
performance, it is imperative to devise an appropriate decision-making strategy. ChatIoT employs a model
merging mindset, where the DRL decides on the appropriate model deployment strategy (including performing
model merging) in order to achieve the deployment of the user’s desired model on the edge side.

3 Context-aware Compressive Prompting
ChatIoT aims to enable users to generate TAPs utilizing natural language interfaces, rather than requiring
traditional coding or configurations. In this section, we will present how ChatIoT enables users to generate TAPs
in a token-efficient manner. We will first describe the overall workflow of TAP generation, including the inputs
and outputs of ChatIoT. Then we will dive into the details of the context-aware prompting.

3.1 Overall Workflow of TAP Generation with Compressive Prompting
Figure 2 shows the overall workflow of TAP generation, mainly including the input, the output, the context-aware
prompting module of ChatIoT, and the DRL-based model customization module which will be described in the
next section.

3.1.1 Inputs. The input to ChatIoT includes two parts, a TAP generation request using natural language from
the user, and additional information (i.e., the context) about the sensors and actuators in the home.
The prompting context is mainly device metadata, including unique ID, area (i.e. room where the device is

located), type, services, and properties as shown on the left of Figure 2. Concretely, the property delineates the current
state of a device, which is manipulated via defined access permissions, enabling interactive operations such as
“read”, “write”, and “report”. For instance, the binary state of a light (i.e. light on or light off) is encapsulated within
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an “on” property, whereby writing a Boolean value (True/False) toggles the light’s state. The service characterizes
the suite of capabilities provided by the device, detailed through various “properties” that represent the specific
features within the service. An example is a “light” service, which encompasses services like switch toggling,
brightness adjustment, and chromatic temperature modulation, corresponding to three distinct properties: “on”,
“brightness”, and “color-temperature”.

3.1.2 Outputs. ChatIoT will generate the target TAP that aligns with the request of the user. Within some smart
home frameworks, the utilization of TAPs in the format of “IF <triggers> WHILE <conditions> THEN <actions>”
is widespread. This format stipulates that upon the occurrence of triggers and the satisfaction of conditions, a
sequence of actions is executed. To generate TAP in the above format, ChatIoT needs to generate propositions for
triggers, conditions, and actions based on user descriptions. For instance, when the user expresses “IF the motion
sensor is activated WHILE the illumination is below 20 lux THEN turn on the light”, the trigger-proposition will
be “motion-sensor.motion-state == true”, the condition-proposition will be “illumination-sensor.illumination <
20”, and the action-proposition will be “light.on = true”.
In ChatIoT, we define the ChatIoT-TAP format for TAPs as shown in Figure 2. It actually contains necessary

information about the triggers, conditions, and actions. Then given a particular TAP runtime like Home Assistant,
the TAP in ChatIoT-TAP format will be transformed into the format defined by the runtime. For example, the
TAP shown at the bottom of Figure 2 is in the format defined by Home Assistant. Then deployment of such TAP
to Home Assistant can enable this home automation rule.

3.1.3 Compressive prompting. Based on large-scale pre-training on massive text corpora and reinforcement
learning from human feedback (RLHF), LLMs can produce superior capability in language understanding,
generation, interaction, and reasoning. LLMs are bringing us closer to the goal of task-agnostic machine learning.
Therefore, a natural idea is to ask the LLM to generate TAPs from the user request and the context. This approach
is also referred to as zero-shot prompting, which fails to achieve satisfactory performance due to the following
reasons.
• The context may include information about many devices, increasing the token cost significantly.
• In zero-shot prompting, the prompt include complex information including the user request, the context,
and the output format. Processing such complex information leads to low TAP generation accuracy in
practice.
• The initial user request may not include sufficient information for the requested TAP, e.g., the exact
threshold of the room temperature.

Instead of using zero-shot prompting, ChatIoT uses a compressive prompting method to generate TAPs. This
method can effectively solve the first two problems of zero-shot prompting. The solution to the third problem
will be given by the context-aware prompting in the next subsection. In practice, when generating specific TAP
rules, not all device information in the context is essential. To illustrate, consider a scenario where the user
specifies a condition such as “Turn on the light when the motion sensor is triggered.” For the generation of the
corresponding TAP, the model only needs to focus on information pertinent to the motion sensor and the light.
Information about other devices, such as air conditioners or televisions, is not necessary and can be disregarded.
To ascertain the relevance of a device to user requests, we extract key information from device metadata to

generate descriptive narratives for each device. For instance, a description generated for a lamp in a bathroom
may read, “area: bathroom, type: light, service: light, fan”. The semantic similarity between the descriptions of
a device and the user request often reflects the logical relevance of the device to the user’s account. ChatIoT
employs sentence-transformer [47] to convert these requests into vector representations within a semantic
space. Then it derives the semantic similarity by computing the cosine similarity between vectors. Based on the
similarities, ChatIoT can remove the information of many irrelevant devices to reduce the token cost significantly.
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Algorithm 1: Compress context
Input: TAP generation request𝑄 , Device list 𝐷 = [𝑑1, 𝑑2, 𝑑3, . . .] in context
Output: Compressed device list 𝐷compressed

1 Function CompressContext(𝑄,𝐷):
2 𝑆 ← [𝑄 ];
3 foreach device 𝑑𝑖 in 𝐷 do
4 Extract key information to generate string 𝑠𝑖 ;
5 Append 𝑠𝑖 to 𝑆 ;
6 end
7 Encode 𝑆 by sentence-transformer;
8 Calculate cosine similarity between𝑄 and each device;
9 Use DBSCAN to cluster devices based on cosine similarity;

10 Filter out less relevant device clusters to get 𝐷temp;
11 foreach device 𝑑𝑖 in 𝐷temp do
12 foreach service in 𝑑𝑖 do
13 Encode𝑄 and service name by sentence-transformer to get cosine similarity𝐶 ;
14 if 𝐶 < threshold then
15 Remove details of this service;
16 end
17 end
18 end
19 return 𝐷compressed;
20 return

Algorithm 1 shows the details of this process. Note that in the CompressContext algorithm, it further compress
the “services” contained within the metadata of the remaining devices.

3.2 Context-aware Prompting in ChatIoT
As mentioned in the previous subsection, an important problem of zero-shot prompting is that the initial user
request may not include sufficient information to generate the TAP. Therefore, it becomes inevitable to incorporate
user feedback in practice.
In ChatIoT, we delineate the TAP generation task into four distinct sub-tasks: analyzing the TAP generation

request, creating necessary services if required, generating the TAP, and evaluating the TAP. Correspondingly,
we have meticulously designed four conversational agents: the Preprocessor, TAP Generator, Service Creator, and
Evaluator. This division of tasks is structured in a way that directly mirrors the human approach to conceptualizing
the generation of TAP based on a user request. These four agents are interconnected, enabling the accurate
generation of TAP in a token-efficient manner.

For each agent, we have designed the system message shown in Figure 3. The system message mandates that
LLMs act as an intelligent assistant within the domain of smart home technology, aiding users in accomplishing
tasks. We define a specific task for each agent and outline the essential procedure required to complete it, with
an emphasis on solving the task step-by-step. In this step-by-step reasoning, we have designed a series of actions
that enable agents to interact with users.
In Figure 4, we illustrate the collaborative mechanism of the four agents, using a specific TAP generation

request as an example. When a user issues a TAP generation request such as “When a person appears at the door,
turn on the light”, the Preprocessor agent initiates the process. It preprocesses the request based on the given
context, identifying the trigger, condition, and action components, and associates them with the relevant devices,
services, and properties. In this scenario, the agent identifies a camera at the door as the trigger and a light as the
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#Role
You are the preprocessor of a smart assistant, find the properties in the context that 
are related to the user request. Make sure you dont miss any properties that are 
related to the user request.
# Input
1. User request.
2. Context: it contains information about all devices, including their id, area, type, 
and services. Each device may contain multiple services. Each service may contain 
multiple properties.
# Workflow
Solve this task with interleaving Thought, Action, Observation steps. Your response 
will be a json {"Thought": <Thought>, "Action": <Action>}. Action can be two types:
(1) CreateService: Only camera can be added a new service. Parameter is a json 
include "service" field which is also a json include "camera_id", "service_name", 
"description", "question" fields. You must remember that camera now does not have 
any service.
(2) Finish: you return the property list and finish the task. Parameter is json include 
"property list" field. "property_list" is a list of properties involved. Make sure the 
properties are expressed in the correct format "id.service.property".
# Output
Your response will be a json {"Thought": <Thought>, "Action": <Action>}.

1 - Preprocessing 2 - Creating Service

3 - Generating TAP 4 - Evaluating TAP

# Role
You are the service creator, create a new service for the camera to support the user 
request.
# Input
1. Service request: the service you want to add to the camera.
2. Camera: the infomation of the camera.
3. Model zoo: it contains information about all models, including their id and 
detection target. Cameras' services are based on these models.
# Workflow
First, you need to find a model in the model zoo to support the new service. If there 
is no existing model to support the new service, you need to request a new model.
Solve this task with interleaving Thought, Action, Observation steps. Action can be 
two types.
(1) RequestModel: you can request a new model to support the new service. 
Parameter is a json include "question" field which is the question you want to the 
model to answer.
(2) Finish: you return the camera with the new service and finish the task. Parameter 
is a json include "camera" field which is the camera info with the new service.
# Output
Your response will be a json {"Thought": <Thought>, "Action": <Action>}.

# Role
You are the tap generator of the smart assistant, generate the TAP based on the user 
request and context.
# Input
1. User request
2. Property list: a list of properties that may be involved in the TAP.
3. Context: it contains detailed information about all the properties in the property 
list.
# Workflow
The format of TAP is {"trigger": <trigger>, "condition": <condition>, "action": 
<action>}. <trigger>, <condition> and <action> are formed by basic elements 
"id.service.property<op><value>". The <op> in <trigger> and <condition> is chosen 
from "<", ">", or "==" while the <op> in <action> must be "=" . The <value> is a value 
which can be of various types based on the property type, including bool, int, and 
string. In <trigger> and <action>, elements are separated by ",". In <condition>, 
elements are combined using "&&", "||" and "()", such as "condition_1&& 
(condition_2||condition_3)".
Extract the triggers, conditions and actions in the user request. Find the device id, 
service, and property in the triggers,conditions and actions, and extract the <op> and 
<value> based on the user request. Then generate the TAP based on the information 
you extract.
# Output
Your response will be a json {"Thought": <Thought>, "TAP": <TAP>}.

# Role
You are the evaluator, check if the TAP is correct based on the user request and 
context.
# Input
1. User request
2. TAP: the trigger-action program generated by the assistant.
3. Context: it contains information about relevant devices which have multiple 
services and properties.
# Workflow
1. Extract the triggers, conditions and actions in the user request. Find the device id, 
service, and property in the triggers, conditions and actions, andextract the <op> and 
<value> based on the user request.
2. Check whether the elements in the TAP meet the "id.service.property <op> 
<value>" format. For example, "air-conditioner" in "1.air-
conditioner.environment.temperature" is unnecessary and "1.temperature" loses the 
"environment" service, the correct
format should be "1.environment.temperature".
3. check whether the device id, service, property, <op> and <value> in the TAP are 
correct based on the user request and context.
4. If the TAP is correct, return the TAP. If the TAP is not correct, provide the correct 
TAP.
# Output
Your response will be a json {"Thought": <Thought>, "TAP": <TAP>}.

Fig. 3. System message design for each agent in ChatIoT. We configure each agent by defining its “Role” and its "Workflow"
that instruct it to analyze inputs and generate corresponding outputs.

action. However, it notes that the camera does not offer a person detection service. To address this, the agent
attempts to create this service by requesting the Service Creator agent via the action ‘CreateService’. The Service
Creator agent then responds to the service request. In this case, it needs to create a person detection service for
the camera, which requires a local model capable of person detection. Since there is no ready-made model in the
model zoo, the agent requests the deployment of a suitable model via the action ‘RequestModel’ directed at the
model controller. Details about the model controller will be described in the next section. In short, the model
controller is in charge of generating the requested AI model for the camera and deploying it to the model zoo.

Once a person detection model is successfully deployed in the model zoo, it is integrated into the home assistant
through the action ‘AddService’, thereby creating the required service for the camera. Upon completion, the
Service Creator agent updates the camera information in the context and returns control to the preprocessor
agent, which then finds the properties related to TAP and sends them to the TAP generator agent, concluding
its task. The TAP generator agent organizes these properties into a ChatIoT format TAP and forwards it to
the Evaluator agent. The evaluator agent assesses the TAP against the context involved, evaluating its format
compliance and satisfaction of the user request. It has the capability to correct certain errors in the TAP, such
as format discrepancies or irregular property values. In this example, the evaluator determines the TAP to be
correct and outputs the finalized TAP, concluding the entire TAP generation task. It is important to note that,
although not demonstrated in this example, any agent requiring user input can interact with the user through
the action ‘AskUser’.

In summary, our approach divides the tasks generated by TAP into four sub-tasks, each handled by a specifically
designed agent. These agents, in their respective reasoning processes, do not require the entirety of the context,
allowing for a more focused approach to their individual sub-tasks, thus enhancing accuracy in task completion.
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ChatIoT: TAP generation request : When a person appear 
at the door, turn on the light.
Context:[{"id":1, "area": "doorway", "type": "camera", 
"services":{"dog_detect":{"state":{}}}}, 
{"id":2,"area":"doorway", "type": "light", "services": 
{"light":{"on":{},"brightness":{}}, "light-extension": 
{"brightness-delta":{}}}}...] 
LLM: Thought 1: Identify the trigger, conditions, and the  
actions from the user description. Trigger is "when a 
person appear at the door" , Action is "turn on the light". 
Find device and service. For trigger, I can use camera (id:1) 
to detect person, but there is no service about person 
detect in it. For action, turn on the light (id:2) at door by 
the property "on" of service "light".
Action 1: CreateService [{"id":1, "service": "person_ 
detect” , "description": "detect person", "question": "Is 
there person"}]
ChatIoT: Observation 1: UPDATE CONTEXT {"id":1, 
"area":"doorway", "type":"camera", "services": 
{"dog_detect":{"state":{}},"person_detect":{"state":{}}}}
LLM: Thought 2:  so I can use camera (id:1) to detect 
person by property "state" of service "person_detect".
Action 2: Finish[["1.person_detect.state", "2.light.on"]]

ChatIoT: Service request : {"id":1, "service": 
"person_detect", "description": "detect person", 
"question":"Is there person"}
Context :[{"id":1, "area": "doorway", "type": "camera", "services": 
{"dog_detect": {"state": {"description": "detect dog", 
"model_id":1, "format": "bool","access": ["read"]}}}}]
model zoo:  [{"model_id":1,"description":"dog detect"}]
LLM: Thought 1: The User want to add "person_detect" service to 
the camera (id:1). Since there is no model for person detect in 
model zoo, I need to request a new model for this service.
Action 1:RequestModel["Is there person"]
ChatIoT: Observation 1: UPDATE CONTEXT {
model zoo: [{"model_id":1,"description":"dog detect"}, 
{"model_id": 2, "description":"person detect"}]}
LLM: Thought 2: add "person_detect" service based on 
person detect model(model_id:2)
Action 2: AddService[{"id":1,"service":"person_detect",
"question":"Is there person", "model_id": 2}]
ChatIoT: Observation 2: UPDATE CONTEXT {new context}
LLM: Thought 3: Service request done.
Action 3: Finish[UPDATE CONTEXT {"id":1, "area": "doorway", 
"type": "camera", "services":{"dog_detect": 
{"state":{...},"person_detect":{"state":{...}}}}]

ChatIoT: Properties in TAP: ["1.person_detect.state", 
"2.light.on"]
TAP generation request : When a person appear at the 
door, turn on the light. 
Context:[{"id":1, "area": "doorway", "type":"camera",
"services":{"person_detect":{"state":{"description": 
"detect person", "model_id":2, "format": "bool", 
"access":["read"]}}}}, 
{"id":2,"area":"doorway","type":"light","services": 
{"light":{"on":{"description": "Switch Status", "format": 
"bool", "access":["read", "write", "notify"]}}}}] 
LLM: Thought 1: Complete the TAP. trigger is "1.person_ 
detect.state == true", action is "2.light.on = true"
Action 1: Finish[{"trigger": "1.person_detect.state == 
true", "conditions": "", "actions": "2.light.on = true"}]

ChatIoT: TAP generation request : When a person appear at the 
door, turn on the light. 
Context:[{"id":1,"area":"doorway","type":"camera", "services": 
{"person_detect": {"state":{"description": "detect person", 
"model_id":2, "format": "bool", "access":["read"]}}}}, 
{"id":2, "area":"doorway", "type": "light", "services": 
{"light":{"on":{"description": "Switch Status", "format": "bool", 
"access":["read", "write", "notify"]}}}}] 
TAP: {"trigger": "1.person_detect.state == true", "conditions": "", 
"actions": "2.light.on = true"}
LLM: Thought 1: The trigger and actions are correctly identified 
based on TAP generation request and the context. The value 
setting are in correct format. No correction to TAP is required.
Action 1: Finish[{"trigger": "1.person_detect.state == true", 
"conditions": "", "actions": "2.light.on = true"}]

1 - Preprocessing 2 - Creating Service

3 - Generating TAP 4 - Evaluating TAP

Model 
Controller

Fig. 4. An example of context-aware prompting, including four steps: preprocessing, service creation, TAP generation, and
TAP evaluation. In the figure, each step is a conversation between the LLM and ChatIoT.

Given that LLMs function as stateless ’black boxes’, agents must maintain the conversation, sending all previous
historical information in each new round of reasoning. The reduced context size for each agent helps avoid token
wastage. Through such a design, ChatIoT is capable of generating TAPs with both token efficiency and accuracy.

4 DRL-based On-demand Model Customization
In this section, we describe the on-demand model customization method in ChatIoT in detail, which is based on
Deep Reinforcement Learning (DRL). When ChatIoT receives a TAP generation request in which the “trigger”
should be a camera with a corresponding video analytical model, the model customization method described
in this section will generate and deploy the model before the actual TAP generation. In the following, we will
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Fig. 5. Overview of Model Customization in ChatIoT. When the service creator receives a “Request Model” request, it will
transport the request to DRL-based Model controller and MLLM. The DRL-based model controller deployed at the edge
will determine appropriate deployment option based on the state of the Model Zoo if needed. The MLLM in the cloud will
generate the customized model by knowledge distillation and deploy the model to Model Zoo using incremental update.

first give an overview of the overall framework of model customization, and then describe how to generate and
deploy the newly generated model on resource-limited edge platforms.

4.1 Overview of DRL-based On-demand Model Customization
When ChatIoT receives a TAP request like “send me a message when there is a visitor at the door” while there
is no “visitor sensor”, ChatIoT will generate a customized model (i.e., the small model) from a Multimodal LLM
(MLLM, i.e., the large model) by knowledge distillation. Then the customized model together with the camera
can act as the “visitor sensor” and be used in the following TAP generation process.

Figure 5 shows an overview of this model customization method of ChatIoT. The core of model customization
is the DRL-based model controller deployed at the edge, to preserve user privacy and improve the responsiveness.
The controller uses DRL to determine how to deploy the newly generated model. Details about the DRL-based
model controller will be described in the next subsection. At the edge, there is also the model zoo which stores
and manages all the customized models. These customized models are generated at the cloud from a MLLM by
knowledge distillation [26], and then deployed to the model zoo at the edge. The MLLM plays a pivotal role in
two key scenarios including the generation of the initial model for users requests and the regeneration of the
customized model for deployment. Since the multimodal capabilities of recent models have been significantly
improved by the advance of LLMs, ChatIoT is able to generate various customized models from MLLMs for
different user requests.

This approach is efficient in terms of resource utilization and scalable, facilitating the incremental introduction
of new models based on demand, rather than deploying an extensive array of models initially. In the cloud-edge
hybrid architecture, the cloud serves as a reservoir of knowledge and computational power, aiding edge devices
in maintaining a streamlined yet effective model zoo.

4.2 On-demand Model Generation
4.2.1 Motivation of using Knowledge Distillation. The primary challenge is the generation of models tailored
to user requirements. Real-world applications often necessitate models capable of processing diverse inputs,
including visual data. Multimodal large language models (MLLMs), such as VisualGLM[22, 23], trained on
extensive and varied datasets, possess the ability to comprehend and address these complex requests efficiently.
Nonetheless, the computational demands of these comprehensive models render them impractical for deployment
on edge devices with constrained resources. For example, VisualGLM necessitates an exorbitant 20GB of memory,
which exceeds the capacity of many edge environments.
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Techniques such as weight quantization have been introduced for the edge deployment of LLMs, yet they
continue to require considerable computational resources and storage space. The MiniCPM-V [11], encompassing
2.8 billion parameters, demands 6.87GB of storage, a significant amount compared to a model like ResNet101[29],
which, with only 44.5 million parameters, needs 170.5MB of storage. Furthermore, the extended inference times
associated with large models can result in delayed responses amid a high volume of user requests. Consequently,
knowledge distillation from MLLM is advocated to address the varied and dynamic nature of user requests,
alongside the obstacle of limited labeled data.

4.2.2 MLLM-based Knowledge Distillation. Given the impracticality of preparing all labeled data or specific
models to meet the diverse needs of users, we utilize a MLLM trained on a large-scale dataset as the teacher model
to generate the required specific models in real time based on user needs. In ChatIoT, VisualGLM is employed
as the teacher model in knowledge distillation. As illustrated in Figure 5, VisualGLM generates the customized
model under the guidance of a DRL-based model controller.

Upon receiving requests, VisualGLM begins to collect unlabeled data from the internet, tapping into the vast
information available online. With its advanced classification capabilities, VisualGLM annotates this data, trans-
forming unstructured information into a structured, labeled dataset. These labeled data then become invaluable
resources for training lightweight models at the edge, equipping them with high-quality, pre-labeled data. This
strategy ensures that models operating with limited resources can achieve high accuracy and performance,
effectively harmonizing the demands for efficiency and reliability in output.

4.3 DRL-based Model Controller
4.3.1 The functionalities of the controller. The core of model customization is the DRL-based model controller. As
Figure 6 shows, the model controller needs to determine how to deploy the newly generated model. VisualGLM,
our chosen multimodal LLM, plays a pivotal role in two key scenarios including the generation of the initial
model for users requests and the regeneration of the customized model for deployment. For example, there are
already two models deployed in the model zoo, i.e., model 𝑎 and mode 𝑏. When a new model 𝑐 (e.g., for the
“visitor sensor”) is required to be generated and deployed, ChatIoT will first generate the model 𝑐 at the cloud by
knowledge distillation from the MLLM. Then the controller needs to select one of the following three deployment
options: 1) direct deploying model 𝑐 to the model zoo in case of sufficient remaining memory at the edge; 2)
replacing one existing model (i.e., model 𝑎 or model 𝑏) with model 𝑐 ; and 3) selecting two models from the existing
models (i.e., model 𝑎 or model 𝑏) and the newly generated mode 𝑐 and performing model merging.
When there is sufficient memory for the model zoo at the edge, the controller simply selects the first option,

i.e., direct deployment of the newly generated model. Otherwise, ChatIoT uses a DRL-based decision making
process to determine which model to replace or which two models to merge.

4.3.2 Motivation of using DDPG. The next question is which DRL algorithm to use. In our model customization
problem, an issue arises from the uncertain number of existing models on the edge, resulting in an unknown
dimension for the action space in the DRL process. In ChatIoT, we use the Deep Deterministic Policy Gradient
(DDPG) algorithm [37]. While DDPG is usually suited for addressing problems with a continuous action space,
it can be used to solve problems with an action space of unknown dimension. Some existing work[24, 51] has
demonstrated the feasibility of solving discrete problems by using continuous action spaces with high performance.
Therefore, by mapping the continuous space to the desired action space, we leverage the capabilities of the DDPG
algorithm to effectively tackle this issue.

4.3.3 DDPG-based model customization. Figure 7 shows the overall training workflow of the process of the
DDPG-based model customization approach at the cloud. In the DDPG-based model customization, the actor-critic
networks collectively form the ChatIoT agent, while the environment encompasses the entire system in which
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Fig. 6. Three deployment options determined by model controller. The initial model zoo has already deployed models 𝑎 and
𝑏. When it is necessary to deploy model 𝑐 for solving the newly arriving requirements, the model controller determine one of
three options.

Table 2. Summary of notations

Notation Description

M Set of AI models
𝐶 Model average accuracy
𝑣𝑖 Memory of model𝑚𝑖

𝑉𝑚𝑎𝑥 Max memory
𝑥𝑖,𝑗 Merge two models𝑚𝑖 and𝑚 𝑗

𝑦𝑖 Replacement of model𝑚𝑖

S State space
A Action Space
N Noise
𝑟 Reward
𝑑 The size of delta

the agent operates. Within the environment, there exists an efficient reward calculation process based on the
current states and the actions provided by the agent. We will describe the details of this reward calculation in the
next subsection. The MLLM at the cloud will receive the deployment decision from the agent, then deploy the
merged model (in case of model merging) or the original generated model (in case of model replacement) to the
model zoo.
We summarize the state and action spaces, reward function, the state transition policy that are used in our

DDPG-based Model customization framework and how to deploy trained DRL networks at the edge in the
following. Table 2 presents a list of the relevant notations and their corresponding descriptions.
State Space: The state space is primarily utilized to describe the environmental information, encompassing

the model zoo, including the problem it addresses, accuracy, and memory usage. We employ the notation S to
represent the state space, where each 𝑠 ∈ S is denoted as a three-tuple [M, C,V]. Here,𝑚 ∈ M represents a
model in the model zoo, 𝑐 ∈ C represents the accuracy of each model, and 𝑣 ∈ V represents the memory required
by each model for inference.

Action Space: The action space pertains to the actions performed by the policymodule for model customization.
Let A represent the action space and each 𝑎 ∈ A is a decimal number in the range of -1 to 1. We use 𝑥𝑖, 𝑗 as a
binary variable that indicates the merging of model𝑚𝑖 with model𝑚 𝑗 , while 𝑦𝑖 as a binary variable that indicates
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Fig. 7. Overall Workflow DDPG-based Model Customization.

the replacement of model𝑚𝑖 with the model needed for the current problem. As previously stated, the process of
mapping the continuous action space of the DDPG algorithm to a discrete decision space involves the following
steps. {

model merging if 𝑎 ∈ (−1, 0]
model replacement else 𝑎 ∈ (0, 1)

(1)

Initially, we assume that when the value of action 𝑎 falls within the range of -1 to 0, we employ a model merging
approach and 𝑖 and 𝑗 in 𝑥𝑖, 𝑗 can be obtained by using the following equations:

𝑖 = ⌊(𝑎 + 1) · ( |M| + 1)⌋ (2)

𝑗 = ⌊[(𝑎 + 1) · ( |M| + 1)2] mod ( |M| + 1)⌋ (3)
Conversely, when the value of action 𝑎 falls within the range of 0 to 1, we utilize a model replacement approach
and we have 𝑖 in 𝑦𝑖 can be obtained as

𝑖 = ⌊ 𝑎

|M| ⌋ (4)

By employing this binary variable approach, we can effectively handle the unknown dimension of the action
space and enable the mapping of continuous actions from DDPG to the current required action space. The
customization of models is subjective to the following constraints:

|M′ |∑︁
𝑖=1

𝑣𝑖 ≤ 𝑉𝑚𝑎𝑥 (5)

whereM′ indicates the currently models after deployment require less memory than the memory limit.
Reward Function: Generally, the DRL agent aims to maximize the reward in the training process. Therefore,

we use average model accuracy 𝐶 , memory usage
∑ |M |

𝑖=1 𝑣𝑖 , and delta size 𝑑 as the three features for measuring
reward, and measure their importance by three coefficients 𝛼 , 𝛽 , 𝛾 . Note that ChatIoT uses an incremental
update [33] method to transmit only the difference between the updated model and the existing model on the
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edge device, to save the limited bandwidth between the cloud and the edge. Therefore the delta size 𝑑 is included
in the reward calculation. Then the reward function in our framework is measured as follows:

𝑟 = 𝛼 ·𝐶 − 𝛽 ·
|M |∑︁
𝑖=1

𝑣𝑖 − 𝛾 · 𝑑 (6)

In our reinforcement learning setup, once the action is to merge two models, we need to quickly obtain the
reward including model accuracy, memory and delta size of the new model to speed up the training process of
the DRL networks. Therefore, we need to use a predictive model, which can predict the reward efficiently in
advance before the actual training of the model. We will discuss our prediction model in the next subsection.

State Transition Policy: DDPG can be divided into two major networks: policy network 𝜇 and value network
𝑄 . DDPG continues the idea of fixed target network with DQN[45], and each network is subdivided into target
network and online network. Random initialization of the online Q network 𝑄 (𝑠, 𝑎 |𝜃𝑄 ) and the online policy
network 𝜇 (𝑠 |𝜃 𝜇) parameters of the 𝜃𝑄 and 𝜃 𝜇 and with the parameters 𝜃𝑄 ′ ← 𝜃𝑄 and 𝜃 𝜇′ ← 𝜃 𝜇 initialize their
corresponding target networks 𝑄 ′ and 𝜇′. The action is selected according to the current policy as follows:

𝑎𝑖 = 𝜇 (𝑠𝑖 |𝜃 𝜇) + N𝑖 (7)

where 𝑎𝑖 is the action selected by the current policy network, 𝑠𝑖 is the current observed state, and N𝑖 is the
exploration noise.

The decision process of the DDPG algorithm is to perform actions in the environment to obtain the reward 𝑟𝑖 ,
the newly observed state 𝑠𝑖+1, the sample data (𝑠𝑖 , 𝑎𝑖 , 𝑟𝑖 , 𝑠𝑖+1), and store them in the experience replay buffer. The
target Q value of the Critic is calculated as in Equation 8. The Critic is updated by minimizing TD deviation as
shown in Equation 9.

𝑦𝑖 = 𝑟𝑖 + 𝜖𝑄 ′ (𝑠𝑖+1, 𝜇′ (𝑠𝑖+1 |𝜃 𝜇
′ ) |𝜃𝑄 ′ ) (8)

𝐿 =
1
𝑁

∑︁
𝑖

(𝑦𝑖 −𝑄 (𝑠𝑖 , 𝑎𝑖 |𝜃𝑄 ))2 (9)

The Actor’s policy network updates the network parameters based on the Policy Gradient, as shown in Equation 10.

∇𝜃𝜇 𝐽 ≈ 1
𝑁

∑︁
𝑖

(∇𝑎𝑄 (𝑠, 𝑎 |𝜃𝑄 ) |𝑠=𝑠𝑖 ,𝑎=𝜇 (𝑠𝑖 )∇𝜃𝜇 𝜇 (𝑠 |𝜃 𝜇) |𝑠𝑖 ) (10)

where ∇𝜃𝜇 𝜇 (∗) is the Actor network gradient and ∇𝑎𝑄 (∗) is the Critic network gradient. ∇𝜃𝜇 𝐽 allows the Actor
to continuously adjust its network parameters in the maximum direction available reward 𝜃 𝜇 .
The Actor’s online network is updated in real-time based on the Critic’s online network as a guide, which is

updated in real-time using its target network as a guide. Therefore, the parameters of the online network are up
to date. In contrast, the target network parameters are delayed based on the online network parameters using
soft updates, as shown in Equation 11. {

𝜃𝑄
′ ← 𝜏𝜃𝑄 + (1 − 𝜏)𝜃𝑄 ′

𝜃 𝜇
′ ← 𝜏𝜃 𝜇 + (1 − 𝜏)𝜃 𝜇′

(11)

where 𝜃𝑄 ′ is the target Q network parameter, 𝜃 𝜇′ is the target policy network parameter, and 𝜏 is the soft update
constant. As Figure 7 shows, the ChatIoT agent interacts with environment by selecting an action based on
the current model state and given request. The selected action is executed in the environment, resulting in a
transition to a new state. Through this ongoing interaction, our DDPG model will continue to apply its acquired
knowledge to make informed decisions, adapt to the environment, and optimize its performance within the model
merging and replacement.
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Table 3. Summary of attributes for reward calculation

Attribute Description

weight size Storage size of the two model weights
model accuracy Accuracy of models generated by knowledge distillation on the validation set

layer-wise model similarity Similarity of each layer of the network obtained with the help of SSIM
model similarity Weighted average of layer-wise model similarity

(a) Correlation with Accuracy (b) Correlation with Delta Size

Fig. 8. CDF of correlation coefficients between selected features and two variables. It can be seen that a large number of
features are strongly correlated with the the accuracy and the delta size.

When the DRL networks are trained, ChatIoT will deploy the trained policy network in DDPG to the edge,
forming part of the DRL-based model controller described above. Then during the actual TAP generation, the
DRL-based model controller will calculate the deployment decision about the newly generated model, i.e., direct
deployment, model replacement or model merging.

4.4 Efficient Reward Calculation
As mentioned earlier, during the training of the DRL networks, ChatIoT needs to efficiently calculate the reward
(i.e., Equation 6) given an action to speed up the training process. More specifically, we consider the following
three elements in the reward calculation, overall memory usage, the average model accuracy after model merging,
and the delta size for incremental model update.

The memory usage of a model during inference is determined by the model structure and input samples. Since
the model structures before and after model merging are predefined and the format of the input samples are also
known, we can directly obtain the overall memory usage. Therefore, that leaves the following two elements for
calculation: average model accuracy and the size of the delta.
In ChatIoT, the following attributes are selected as features to calculate the average model accuracy and the

size of the delta, including weight size, model accuracy, layer-wise similarity and model similarity of the two
models prior to merging. Table 3 describes the meanings of these features in detail. To estimate the similarity
of two neural networks, we use SSIM [32] to calculate the layer-wise similarity of the two models. SSIM is an
algorithm used to measure the similarity of two images. Since the parameters of each layer of the neural network
can be considered as a two-dimensional matrix, we can calculate the layer-wise similarity of the two models with
the help of SSIM. By incorporating these attributes, we aim to establish a robust regression model that enables
accurate calculation of the reward.
We conducted experiments to unveil the correlations between the predicted outcomes and the underlying

features. We use the Pearson coefficient 𝑝 (·) to measure the correlation coefficient between two variables. Through
the computation of correlation coefficients, it has been observed in Figure 8 that most of the independent variables
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Table 4. Devices in different home environment

Home Bathroom Bedroom Living room Kitchen

Home 1 light, motion_sensor light, air_conditioner illumination_sensor None
Home 2 light, motion_sensor,

illumination_sensor
light, air_conditioner,
illumination_sensor,
temperature_humidity_sensor

light, motion_sensor,
illumination_sensor

None

Home 3 light, motion_sensor,
illumination_sensor

light0, air_conditioner,
illumination_sensor,
temperature_humidity_sensor, light1,
curtain, humidifier

light0, motion_sensor,
illumination_sensor, light1,
light2, air_purifier,
air_conditioner

light, range_hood,
motion_sensor

Home 4 light, motion_sensor,
illumination_sensor,
water_heater

Bedroom 1: light0, air_conditioner,
illumination_sensor,
temperature_humidity_sensor, light1,
curtain, humidifier, dehumidifier
Bedroom 2: light0, air_conditioner,
illumination_sensor,
temperature_humidity_sensor, light1,
curtain, humidifier

light0, motion_sensor,
illumination_sensor, light1,
light2, air_purifier,
air_conditioner

light, range_hood,
motion_sensor,
ceiling_fan

as mentioned above exhibit a significant correlation with the accuracy and delta size of the merged model. For
example, within a total of 524 features (i.e., weight size, accuracy, model similarity and layer-wise model similarity)
in this experiment, 78% of the features exhibit a correlation coefficient with accuracy higher than 0.8 and 65% of
the features exhibit a correlation coefficient with delta size higher than 0.6. To speed up the following MLP-based
regression, we use PCA for dimension reduction. The resulting mean squared error (MSE) values are 0.0078 and
0.0033 which prove that our prediction algorithm can achieve high accuracy. After predicting the accuracy of the
merged model as well as the size of the delta, we can quickly calculate the reward and send it to ChatIoT agent.

5 Evaluation
In this section, we will first introduce the setup, including the datasets, baselines, and evaluation metrics. Then
we will evaluate the performance of ChatIoT through a comparative study in terms of multiple metrics. Finally,
to show the effectiveness of ChatIoT, we report a case study with a DIY smart home including both DIY devices
and Commercial-off-the-Shelf (i.e., COTS) devices.

5.1 Setup
5.1.1 Experiments Hardware and Models. We constructed a real-world prototype with edge devices (an Jetson
Xavier NX with 8GB Memory) and a public Cloud (Ubuntu 20.04, 16 vCPU Intel(R) Xeon(R) Gold 6430, 120GB
DDR4 RAM and RTX 4090 (24GB) ) to evaluate the performance of ChatIoT. ChatIoT at edge employs sentence-
transformer [47] to match user requests and home information. The matched information and requests are then
forwarded to ChatGPT-3.5-turbo for the TAP generation. Referring to some previous works [54, 59], we set the
temperature parameter to 0.7 and the maximum token to 512.

5.1.2 Home Setup. To evaluate the performance of ChatIoT, we utilized the python-miio[10] library to generate 65
devices for evaluation, including light sensors, motion sensors, lamps, air conditioners, and others. We deployed
four instances of Home Assistant using Docker to emulate households with varying numbers of devices (Home 1
with 5 devices, Home 2 with 10 devices, Home 3 with 20 devices, and Home 4 with 30 devices). In addition, every
home has one camera at the entrance. Table 4 shows the devices each home has in different rooms in detail.
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5.1.3 Request Datasets. Due to the unavailability of publicly accessible datasets specifically designed for user
requests on smart homes, we have generated a set of categorized requests with the assistance of GPT-3.5-turbo
model for each household. Among these requests, there exist 20 TAP generation requests which have no relation
to camera and 10 requests related to camera. In addition, we extend requests related to camera to 28 for evaluating
the model customization module of ChatIoT. To automatically generate these models, such as identifying the
presence of a cat in an image, we leveraged data from relevant categories available in ImageNet[20] and applied
knowledge distillation. For categories that are not present in ImageNet, such as sports, we acquired them through
web crawling. In the knowledge distillation process, the VisualGLM[22, 23] is utilized as the teacher model, while
the student model employed is ResNet101[29].

5.1.4 Baselines and metrics. To evaluate the performance of context-aware prompting, we compare ChatIoT
with three types of baselines.
• Zero-shot: Without providing any examples, LLMs are tasked to complete the TAP generation based on its
internal knowledge. The TAP generation is executed within an agent, with the system message specifying
only the required output format for TAP.
• CoT[56]: Based on zero-shot, three examples are added to show the process of TAP generation, and LLMs
are required to think step by step in the system message.
• ReAct[59]: Based on CoT, allowing LLMs to use actions to interact with users and systems during reasoning.
• ChatIoTLite: Based on ChatIoT, but does not compress home information.

We set the device threshold of cosine similarity to 0.45, and the service threshold to 0.35 based on our additional
evaluation. We report the token consumption and TAP generation accuracy of the context-aware compressive
prompting used in ChatIoT. We manually generated the TAP rules corresponding to all requests as ground truth
in advance. By traversing all generated TAPs by each algorithm, the TAP generation accuracy in each smart
home setting can be easily calculated.
Similarly, to evaluate the performance of DRL-based model customization, we also evaluate following three

types of baselines.
• Greedy Replacement (i.e., GR): A greedy algorithm for replacing a model according to a pre-defined greedy
rule (i.e., Minimum loss of accuracy) when resources are not sufficient for direct placement of the generated
model. Then the accuracy of the task been replaced becomes very low since it can only output the results
by random guess.
• Random Merging (i.e., RM): A stochastic algorithm for randomly selecting two models from the existing
models and the newly generated model and performing model merging when there is not enough memory
to place it.
• Brute Force (i.e., BF): An exhaustive algorithm is used to exhaust all possible model deployment actions
and select the one that achieves the maximum average model accuracy. Since the exhaustive algorithm is
time-consuming (and not feasible in real scenarios), we report the results only when the execution is able
to finish within a reasonable amount of time.

We report the average model accuracy and reasoning time of the DRL-based model customization used in ChatIoT.
As for the parameter settings in DDPG, we set the training iteration steps to 300, with the learning rates for the
actor at 0.001 and critic at 0.002. The soft update constant 𝜏 in Equ.11 is set to 0.01 and 𝜖 in Equ.8 is set to 0.9. In
Equ.6, the three weights 𝛼 , 𝛽 , 𝛾 of the reward function are set to 0.9, 0.05, and 0.05, respectively.

5.2 Performance of TAP Generation
In this section, we evaluate the performance of ChatIoT in households with varying numbers of devices, using
two metrics: TAP generation accuracy and token consumption. Figure 9 displays the average TAP generation
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Fig. 9. Performance of TAP generation for requests not related to cameras in terms of token consumption and accuracy.

Table 5. Detail results including TAP generation accuracy and token consumption over camera-related requests.

Home Context Zero-shot CoT ReAct ChatIoTLite ChatIoT

Acc. (%) Token Acc. (%) Token Acc. (%) Token Acc. (%) Token Acc. (%) Token

home1 1118 0 1466.14 0 2685.48 80 9634.12 100 5109.3 100.0 4580.68
home2 1799 0 2155.64 0 3383.54 96 12353.62 98 5737.18 100.0 4888.06
home3 7098 0 7452.36 0 8675.08 68 28132.60 90 9073.28 92.0 5368.58
home4 11144 0 11500.7 0 12718.42 64 40438.04 78 11518.16 86.0 6067.10

accuracy and token consumption for requests not related to cameras. Furthermore, Table 5 presents detailed
results for requests related to cameras.

TAP generation accuracy: Figure 9(a) demonstrates the average accuracy of TAP generation for requests not
related to cameras using five different prompting methods across various household settings.

Results indicate that among various home settings, the zero-shot approach exhibits the lowest TAP generation
accuracy, followed by CoT and ReAct methods. Employing the context-aware prompting, both ChatIoTLite and
ChatIoT significantly enhance the accuracy of TAP generation. With the increase in the number of devices in
homes, the density of key information pertinent to TAP generation requests within the context diminishes,
resulting in a decrease in the accuracy of TAPs generated by all promptingmethods. By implementing compression
strategies to eliminate irrelevant information, ChatIoT consistently attains the highest TAP generation accuracy.
Furthermore, in comparison to ChatIoTLite, which does not filter out redundant information, the higher TAP
generation accuracy of ChatIoT underscores the efficacy of compressive prompting.

Results presented in Table 5 show the detailed results including TAP generation accuracy and token consump-
tion over camera-related requests. Several studies [54, 63] indicated that when inference necessitates additional
information external to the LLM, the Zero-shot and CoT methods fail to deliver satisfactory performance. Due
to their inability to generate models relevant to cameras in the home, Zero-shot and CoT approaches achieve a
0% accuracy in generating camera-related TAPs. In contrast, ReAct, ChatIoTLite, and ChatIoT demonstrate the
ability to determine the need for creating pertinent models based on user requests. As can be seen from Table 5,
ChatIoT can achieve the highest TAP generation accuracy in all home settings while consuming the least token.
Token consumption: Figure 9(b) illustrates the token consumption for five prompting methods in various

households. Notably, as the number of devices increases, the token consumption of the other four methods
escalates dramatically, whereas the rise in token consumption for ChatIoT is comparatively gradual.

The Zero-shot approach utilizes a simple prompt, with its token usage primarily derived from device information.
As indicated in Table 5, the representation of more devices necessitates a greater number of tokens, leading to
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a substantial increase in token consumption of zero-shot approach as the number of devices grows. The CoT
method, by incorporating examples to enhance accuracy, incurs additional token overhead. To broaden existing
services, ReAct employs multiple rounds of reasoning and action, necessitating further token usage.

ChatIoTLite and ChatIoT implement a compressive context-aware prompting scheme, enabling LLMs to infer
without requiring the full context information and to supplement context as needed during inference. As depicted
in Table 5, within the Home 4 setup, despite the Zero-shot approach’s inability to process requests necessitating
additional services, it still consumes more than 10,000 tokens. ReAct, which can make decisions to request
additional models based on user requests, requires more than 40,000 tokens and has an accuracy of 64%. In
contrast, ChatIoT attains an accuracy of 86% while utilizing only 6,000 tokens.

5.3 System Insights
5.3.1 Parameter study for compressive prompting. As delineated in Algorithm 1, two thresholds are established for
the elimination of irrelevant devices (line 10) and services (line 15), respectively. By establishing the thresholds that
best maintain the integrity of necessary home information while maximizing compression, we can significantly
improve the system’s overall performance. When the threshold is set too small, the compression rate will be
reduced; when the threshold is set too large, relevant information will be accidentally deleted, resulting in TAP
generation failure.
To assess the impact of varying thresholds on the compression of home information and the potential for

erroneous data removal, we devised a comprehensive evaluation strategy. This strategy involved preparing a set
of user requests that were distinct from those utilized in the performance evaluation of ChatIoT, as detailed in
Section 5.2. Accompanying each user request, we manually obtained the minimal relevant home information(i.e.,
the related devices and services) for generating accurate TAP rules.

In the ablation studies, we investigated the correlation between “False Positive”, the token compression ratio of
home information, and the cosine similarity threshold. The ratio of mistakenly removed information is represented
as “False Positive” which indicates the proportion of mistakenly eliminated information to the minimum necessary
data. The token compression ratio of home information denotes the proportion of tokens in compressed home
information relative to uncompressed information.

Initially, we assessed the performance of the compressive promoting method in ChatIoT under various device
similarity thresholds between the user request and all devices. We conducted experiments on different numbers
of devices and the results illustrated in Figure 10 reveal that the token compression ratio significantly increases as
the similarity threshold increases, with a corresponding gradual rise in the “False Positive”. Notably, at a similarity
threshold of 0.45, relevant information is just not mistakenly removed, ensuring minimal token overhead.
Subsequently, we evaluated the performance of ChatIoT under different service similarity thresholds, with

the device similarity threshold set at 0.45. In alignment with Figure 10, Figure 11 demonstrates that as the
similarity threshold increases, the token compression ratio and the "False Positive" gradually increase. To achieve
an optimal compression ratio without mistakenly removing the relevant information, we determined the device
similarity threshold at 0.45 and the service similarity threshold at 0.35. By compressive prompting, ChatIoT can
effectively filter out unnecessary information from irrelevant devices and services. Under experimental settings
with different numbers of devices, ChatIoT can achieve a compression ratio of 65% without mistakenly removing
the relevant information.

5.3.2 Ablation study for TAP generation. We conducted an ablation study under the Home 4 setup to evaluate the
performance of the preprocessor and the TAP evaluator in ChatIoT. Results depicted in Table 6 indicate that the
inclusion of a preprocessor and TAP evaluator can enhance the performance of ChatIoT. By integrating both a
preprocessor and an evaluator, ChatIoT can improve TAP generation accuracy to 86-91% over the direct approach.
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Fig. 10. Performance of the compressive promoting method
in ChatIoT under different device similarity thresholds.
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Fig. 11. Performance of the compressive promoting method
in ChatIoT under different service similarity thresholds.

Table 6. Impact of preprocessor and evaluator in ChatIoT

Pre. Eva. Camera Accuracy (%) Token consumption

Total Preprocessor Creator Generator Evaluator

× × × 73.00±4.83 3921.84±164.66 0.00±0.00 0.00±0.00 3921.84±164.66 0.00±0.00
✓ 70.00±0.00 7994.08±3.57 0.00±0.00 1210.36±3.37 6783.72±1.54 0.00±0.00

× ✓
× 86.00±6.99 7689.62±290.42 0.00±0.00 0.00±0.00 3921.84±164.66 3755.66±113.19
✓ 82.00±4.47 11097.32±11.78 0.00±0.00 1210.36±3.36 6783.72±1.54 3103.24±11.69

✓ × × 78.00±7.89 2478.65±114.83 1576.41±57.47 0.00±0.00 902.24±65.28 0.00±0.00
✓ 74.00±5.48 5165.10±10.54 3111.32±3.90 1210.70±2.12 843.08±9.91 0.00±0.00

✓ ✓
× 91.00±11.01 3502.11±196.78 1576.41±57.47 0.00±0.00 902.24±65.28 1023.46±84.58
✓ 86.00±5.48 6067.10±24.28 3111.32±3.90 1210.70±2.12 843.08±9.91 902.00±14.24

Compared to the conventional approach of direct TAP generation, the incorporation of a preprocessor into the
workflow significantly enhances the system’s efficiency and accuracy. Specifically, by employing a preprocessor,
TAP generation accuracy can be markedly improved, achieving a 74-78% accuracy. This improvement is largely
attributed to the preprocessor’s ability to meticulously analyze and prepare the context before TAP generation,
ensuring a more informed and accurate TAP creation process. Through its sophisticated preprocessing mechanism,
the preprocessor effectively reduces the number of contexts required for generating TAP rules. Furthermore, the
preprocessor enables rapid identification of gaps in the availability of relevant services and models allowing for
timely development and integration of necessary services or models to fill these gaps.
The integration of a TAP evaluator into the system significantly bolsters the accuracy of TAP generation,

elevating it to 82-86%. This enhancement is attributable to the evaluator’s role in meticulously assessing each TAP
rule against the user request and relevant contexts. The evaluator not only verifies the rule’s compliance with the
required format but also ensures that it effectively fulfills the user’s request, thereby ensuring high accuracy and
relevance in the actions triggered by the system. Furthermore, it has the capability to correct certain errors in the
TAP, such as format discrepancies or irregular property values which ensure that they operate seamlessly within
the system.

5.4 Performance of On-demand Model Customization
In this section, we report the performance of the DRL-based on-demand model customization framework against
two baselines using two different evaluation metrics.
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Fig. 12. Performance of three methods in terms of average model accuracy over different memory constraints. Results come
from 50 different user request arrival sequences. ChatIoT achieves the highest accuracy over all memory constraints.
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Fig. 13. Average model accuracy performance of the four algorithms over the number of tasks.
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Fig. 14. Reasoning time of four algorithm over the number of tasks.

Average model accuracy: We show the average model accuracy results here. Figure 12 shows the accuracy
of two baselines and our DRL-based model customization method in ChatIoT.

To begin with, we find that under diverse memory constraints, the greedy replacement algorithm always has the
lowest accuracy due to its tendency to degrade the accuracy of a significant number of models. By utilizing model
merging, the random merging algorithm outperforms the greedy replacement algorithm with different memory
constraints. ChatIoT can outperform other baselines because of the DRL-based approach which considers both
model replacement and merging options in an intelligent way. Additionally, it is observed that easing memory
constraints leads to an increase in accuracy while the performance of ChatIoT improvement over the two baselines
is more pronounced in scenarios with more severe resource constraints.

We also performed an analysis of the trend in average model accuracy with a number of tasks under specific
memory constraints. Figure 13 provides an illustration of the results. The varying memory constraints correspond
to the number of models that can be deployed individually. As the memory constraint increases, each algorithm
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demonstrates a decrease in average accuracy only after accommodating a larger number of tasks. When the
memory required for the desired model falls within the available memory capacity, direct deployment of the
model yields high accuracy. However, when the newly arrived model lacks sufficient memory for deployment,
performance differences among the three algorithms become evident. Under the same memory constraint, the
greedy replacement algorithm replaces one of the existing tasks once the memory limit is reached, resulting in a
rapid decline in average accuracy. Similarly, the random merge algorithm exhibits a subsequent rapid accuracy
drop by merging two potentially unsuitable models. In contrast, our algorithm, leveraging the pre-trained DDPG
model, selectively chooses the appropriate replacement or merging candidates based on the existing models and
the current task requested. This minimizes the impact of the newly deployed model on the average accuracy,
enabling it to remain high as the number of tasks fluctuates.
Reasoning time:We also analyzed the reasoning time of the algorithms including decision making, model

generation and computation of deltas in Figure 14. The results indicate that as the number of tasks expands, the
reasoning time for the exhaustive algorithm experiences a substantial increase. Considering the user experience,
the exhaustive algorithm is not a viable option in practice. The greedy replacement algorithm only needs to
decide which model to replace, and its main time consumption lies in the model generation, so that the total time
is always minimal. The time consumption of the random merging algorithm and ChatIoT is similar since the
time-consuming model generation process contributes to both of the two methods. However, when there are a
large number of tasks, the random merging algorithm ends up with higher time consumption compared with
that of ChatIoT. This is because the DRL-based model customization framework in ChatIoT will intelligently
choose the model merging option or the model replacement option which cost less time.

Additionally, we also consider the deployment time of the model in real scenarios. With the incremental update
strategy, the size of the delta is only about 210KB, while the size of the whole model is about 170MB. Therefore,
incremental update can significantly reduce transmission latency and improve the real-time performance of
ChatIoT.

Robustness and convergence of DDPG component: We subsequently assessed the robustness and conver-
gence of the DDPG component as follows.
In the ChatIoT scenario, the environment is defined by the maximum memory capacity and the varying

sequence of user requests. During the training of the DDPG component in the cloud, we set the maximum
memory capacity to support only ten models. To accommodate users with diverse resource conditions at the edge,
we conducted separate evaluations to assess the robustness of our pre-trained DDPG component. We generated
request traces in multiple sequences to account for diverse sequences of user requests. As depicted in Figure 12,
ChatIoT consistently attains the highest accuracy across various memory constraints, showcasing the resilience
of our pre-trained DDPG component in different environments.

Proc. ACM Interact. Mob. Wearable Ubiquitous Technol., Vol. 8, No. 3, Article 103. Publication date: September 2024.



103:24 • Gao et al.

Door
Sensor

Temperature Sensor

Light Sensor

Surveillance 
Camera

Human Sensor

Smart Television

Air Purifier

Light in living room

RGB Light

Light on stairs

Table Lamp in study
room

Table Lamp in bedroom

Air Conditioner

Light in bedroom

Table Lamp in living
room

Light in study room bedroomstudy room

living room

(a) DIY Home (b) ChatIoT Demo

Fig. 17. The DIY home includes sensors (i.e., temperature sensor) and actuators (i.e., light) deployed in the DIY home, and
COTS devices (i.e., surveillance camera) deployed outside the DIY home. We also developed an web GUI to visualize the
workflow of ChatIoT and shows that ChatIoT can customized models and generate TAPs based on user requests.

Moreover, we evaluated the convergence of the DDPG component. The trend of rewards during training
indicates that the DDPG component can converge after 100 epochs (approximately 52.2 seconds), as shown in
Figure 15. The decreasing trend in the loss of the critic, presented in Figure 16, also indicates a steady decline.

5.5 Case Study
We further conducted a case study using a DIY smart home with multiple sensors, cameras, and actuators. In
addition, we also developed a web demo to facilitate user interaction and intuitively obtain the results of ChatIoT.
Figure 17 shows our case study environment and the GUI for users. We started by introducing our DIY home and
then exemplified the convenience of ChatIoT with an end-to-end example and user study.

5.5.1 Home detail. The living room area is furnished with a diverse array of devices, encompassing a smart
television, an air purifier, a centralized light fixture illuminating the entire living space, an RGB light, and a door
sensor for detecting the state of the door. In addition, we use the scene captured by the camera in the real scene
to simulate the scene at the entrance of the DIY home. Transitioning to the staircase, a dedicated light source
is installed to provide illumination specifically for the stairs. A COTS human sensor is deployed near the DIY
home to simulate a human sensor on the stairs. Moving to the study room, a light and a table lamp are present to
cater to the lighting needs in that area. In the bedroom, occupants can avail themselves of a light source, a table
lamp, and an air conditioner for enhanced comfort. Lastly, a temperature sensor is equipped on the bookshelf to
measure the temperature in the bedroom.

5.5.2 An end-to-end example of TAP generation. The case study commences with a focused examination of
a single, detailed example encompassing the workflow of the TAP generation process, model generation and
deployment, and the respective time metrics along with the related accuracy for each phase. The specified user
request is as follows: “If the door is opened while the camera detects a person at the door, turn on the light on
the stairs.” The workflow of the ChatIoT system is illustrated in Figure 18. This end-to-end example, from the
identification of a service need to the deployment of actionable TAP rules, exemplifies the system’s agility and its
ability to provide tailored and intelligent solutions that meet the dynamic needs of its users.
Leveraging user input and the comprehensive data from existing home devices, the compressor employs

cosine similarity to meticulously filter out redundant data. This sophisticated approach enables the compression
of context tokens from an initial count of 5736 to a mere 329 and takes 1.93s. As depicted in Figure 18, the

Proc. ACM Interact. Mob. Wearable Ubiquitous Technol., Vol. 8, No. 3, Article 103. Publication date: September 2024.



ChatIoT: Zero-code Generation of Trigger-action Based IoT Programs • 103:25

Deploy TAP to Home Assistant

“If the door is opened while the camera detects a 
person, turn on the light on the stairs.”

Inputs
Compressor

Preprocessor

Service Creator

{“type”:“CreateService”, “parameter”:{“service”: 
{“camera_id”: 15, “service_name”: "person_detection", 
"description":"Person detection", "question":” Is there a 
person?"}}}

{“type”:“AddService”,“parameter”:{“camera”:{“id”:16,“area”:“entranc
e”,“type”: “camera”,“services”:{“person_detection”: {“state”:
{"description": "Person detection", "model_id":1, "format":"bool”, 
"access":["read"]}}}}}}

{"type":"RequestModel", "parameter": {"question":" Is 
there a person?"}}

{"type":"Finish","parameter":{"property list": [ "15.magnet-
sensor.contact-state", "7.light.on","16.person_detection.state"]}}

TAP Generator
{"type":"Finish","parameter": {"TAP":{"trigger":"15.magnet-
sensor.contact-state==True", "condition": 
"16.person_detection.state==True", "action": "7.light.on=True"}}}

Outputs

Contexts from Home Assistant
{"id":1,"area":"living room","type":"illumination-
sensor"},  
{"id":2,"area":"living room","type":"television"},
{"id":3,"area":"living room","type":"ceiling light"},
{"id":4,"area":"living room","type":"air-purifier"},
{"id":5,"area":"living room","type":"RGB light"},
{"id":6,"area":"living room","type":"table lamp"},
{"id":7,"area":"stairs","type":"light"},
{"id":8,"area":"stairs","type":"motion-sensor"},
{"id":9,"area":"study room","type":"ceiling light"},
{"id":10,"area":"study room","type":"table lamp"},
{"id":11,"area":"bedroom","type":"ceiling light"},
{"id":12,"area":"bedroom","type":"air-conditioner"},
{"id":13,"area":"bedroom","type":"table lamp"},
{"id":14,"area":"bedroom","type":"temperature-
humidity-sensor"},
{"id":15,"area":"entrance door","type":"magnet
sensor"},
{"id":16,"area":"entrance","type":"camera"}

Compressed Contexts
{"Device list":[
{"id":7,"area":"stairs","type":"light","services":["light"]},
{"id":8,"area":"stairs","type":"motion-
sensor","services":["motion-sensor"]},
{"id":15,"area":"entrance door","type":"magnet
sensor","services": ["magnet-sensor","battery"]},
{"id":16,"area":"entrance","type":"camera","services":[]}],
"Model zoo":[]}

Preprocessor

Service Creator TAP Evaluator
{"type":"Finish","parameter": {"TAP":{"trigger":"15.magnet-
sensor.contact-state==True", "condition": 
"16.person_detection.state==True", "action": "7.light.on=True"}}}
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trigger:
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Fig. 18. An end-to-end example workflow of TAP generation.

compression algorithm selectively retains only the most pertinent information concerning specific home devices,
such as the “Magnet sensor”, “Surveillance Camera”, and “Light on stairs”.

Upon receiving the user’s request alongside the compressed contexts, ChatIoT will transport the inputs to its
preprocessor. Utilizing the “Thought” mechanism, the preprocessor swiftly identifies a gap in the availability of
relevant models for person detection and it submits a request to the service creator. This process of analysis is effi-
cient, consuming 6.88 seconds and 808 tokens. In the subsequent phase of the process, the service creator embarks
on an initial analysis to precisely identify the requirements for the requested model which takes 1.90 seconds and
consumes 545 tokens. Following this analysis, the service creator proceeds to leverage a MLLM to procure the per-
son detectionmodel through knowledge distillation. The generation of this model was accomplished in a span of 10
seconds, culminating in a model whose accuracy astonishingly reaches 99%. With the model successfully created,
the next step executed by the service creator involves adding this new service into the current contexts which takes
an additional 3.62 seconds and consumed 668 tokens. Subsequently, the preprocessor embarks on the task of gen-
erating a related property list, which takes 3.94 seconds and 946 tokens. Upon the successful generation of the nec-
essary services and the related property list (15.magnet-sensor.contact-state, 7.light.on, 16.person_detection.state),
it takes 5.09 seconds and 858 tokens to employ a LLM to generate corresponding TAP rules ("trigger": "15.magnet-
sensor.contact-state==True","condition":"16.person_detection.state==True","action":"7.light.on=True").

In the final stage of the workflow, the evaluator plays a pivotal role in assessing the quality and efficacy of the
generated TAP rules and it takes 5.48 seconds and requires 858 tokens. Upon successful verification, these TAP
rules are deployed to the HA system, marking the culmination of a process that not only bridges the gap between
user needs and system capabilities but also significantly enhances the system’s functionality and user experience.
Considering all processes, ChatIoT can generate a TAP that requires a customized model based on user requests
after consuming 4689 tokens (about 0.0028865$ using GPT-3.5-turbo) in about 40 seconds. When the inference
speed of LLM is further accelerated in the future, ChatIoT can complete TAP generation in a shorter time.

5.5.3 User study. To enhance the accessibility and user engagement with the ChatIoT, we developed a web
page dedicated to visualizing the system’s workflow. A user study was conducted involving 15 real users, each
of whom utilized a GUI to submit TAP generation requests tailored to our DIY Home setting. Upon receiving
input from the users, ChatIoT employed a series of technical measures we proposed, leading to the generation
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of the corresponding TAP rules. Through this process, a total of 60 requests were collected from the 15 real
users. Alongside the system-generated TAP rules, we also manually crafted accurate TAP rules based on the user
requests to serve as a benchmark for evaluating the system’s performance. Results derived from these requests
were highly encouraging, demonstrating that ChatIoT is capable of achieving a TAP generation accuracy of
91.57%. Additionally, the average token consumption for generating one TAP rule is about 4093 tokens (0.0026$
using GPT-3.5-turbo).

6 Conclusion and Future Work
In this paper, we present ChatIoT, a zero-code TAP generation system based on LLMs. Major contributions of
ChatIoT include context-aware compressive prompting and DRL-based model customization. With ChatIoT, a user
can request a new TAP using purely natural language, and leave the TAP generation and deployment to ChatIoT.
Further, when the user request includes the requirements of new sensing abilities such as a new “visitor sensor”
based on the camera, ChatIoT can efficiently generate the required AI model by knowledge distillation from the
MLLM, achieving out-of-box TAP generation. ChatIoT is implemented with ChatGPT, VisualGLM, and Home
Assistant. Extensive evaluations show that ChatIoT achieves high TAP generation accuracy in a token-efficient
manner in various settings.

There are multiple possible directions for future work. First, besides Home Assistant, it is interesting to extend
ChatIoT to more TAP runtimes, which may also enables more application scenarios beyond home automation.
Second, as mentioned in the related work section, combining trace-driven TAP recommendation approaches and
ChatIoT could further improve the user experience. Third, since some actuators could be controlled in a more
fine-grained way (e.g., opening speed of a smart curtain), extending the abilities of fine-grained control is another
future direction of ChatIoT.
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